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Data protection and dual teaching 
 

In the context of the COVID-19 pandemic, educational activities during the academic year 2020-2021 will 

be delivered via a dual or hybrid model, i.e. a combination of onsite and online learning, flexibly adapting to 

any health circumstances that may arise. Therefore, considering the onsite or online activity required for 

each course, teaching may be delivered online (in full or in part), through the Virtual Classroom system or 

videoconferencing. These options allow teachers to stream online from a lecture room or record lectures 

for later viewing by students.  

 

This Data Protection Guide on dual or hybrid teaching is intended to inform university members about the 

main aspects concerning data protection in online teaching and about how the University of Alicante 

processes personal data of teachers and students in relation to online academic activity. Answers to 

frequently asked questions are provided in the following section.  

 

In the academic year 2020-2021, and given how adapted onsite activity has been designed, online contents 

can be made available to students, or teachers can create audio-visual teaching materials or original teaching 

materials, including recordings (voice and image of teachers and, occasionally, also of students). Any such 

materials may only be used for teaching purposes and as a university community member. With a view to 

protecting teachers’ intellectual property and image rights, it will always be stated, whenever online teaching 

is delivered, that all materials and/or recordings will be used exclusively for teaching purposes in that 

course. This means that students are not allowed to use the material in any other context, disseminate it 

by electronic means or share it on social media, with students from other universities or on non-University 

of Alicante websites. In this framework, personal data will be processed and, consequently, a series of 

guidelines on data protection, privacy and intellectual property will be observed. 

  

In view of the above, the University of Alicante Data Protection Office has produced this Guide to provide 

information on the aspects covered in the following sections, which can be useful to all university 

community members in connection with online teaching in the context of adapted onsite activity during 

the academic year 2020-2021. 
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Frequently asked questions 
 

1. What are the implications of regulations on personal data protection for online 

teaching? 
 

Virtual classroom tools process personal data. Therefore, they must meet all requirements set out in the 

applicable regulations. Official tools provided by the institution must be used to make sure appropriate 

legal and security guarantees are in place.  

Online teaching necessarily involves the processing of personal data of students and teachers. As per Article 

4 of the General Data Protection Regulation, these terms are defined as follows: 

• “personal data” means any information relating to an identified or identifiable natural person (‘data 

subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by 

reference to an identifier such as a name, an identification number, location data, an online identifier or to 

one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social 

identity of that natural person; 

• “processing” means any operation or set of operations which is performed on personal data or on sets of 

personal data, whether or not by automated means, such as collection, recording, organisation, 

structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, 

dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction. 

Any processing of personal data is performed in compliance with the UA Privacy Policy. All processing 

activity relating to online teaching is properly inventoried in the UA Processing Activity Record (publicly 

accessible from the UA Privacy Policy and E-Services Portal). 

2. How do I find out about the processing of data in the Virtual Classroom? 
 

Information on the processing of personal data performed by the UA in relation to online teaching is 

provided at https://web.ua.es/privacidad/informacionampliada0133.pdf (“Further information on the 

processing of personal data for the activity of ‘Management of online teaching recording’ section) and in 

the “Information on the processing of personal data for online teaching at the University of Alicante” 

section at https://dpd.ua.es/es/docencia-dual.html. 

3. Is consent from the parties concerned required for streaming, recording or 

remotely viewing teaching activities? 
 

Such consent is not required, given that Article 6 of Regulation (EU) 2016/679 (General Data Protection 

Regulation) sets out those legal bases under which processing is considered lawful, in addition to consent 

from the data subject. Teaching and learning activity in class will be governed by the principles applicable 

to regular teaching and will not require consent either from students or from teachers, since the processing 

of personal data is exclusively performed within the context of online teaching sessions, in respect of 

activities related to the teaching duties of teachers, and cannot be subsequently used for other purposes 

(including dissemination). This may involve: 

https://web.ua.es/privacidad/informacionampliada0133.pdf-
https://dpd.ua.es/es/docencia-dual.html
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a. Capturing of the image of the parties concerned.  

b. Recording of their teaching or learning activity on any audio-visual media (IT media are expressly 

included). 

c. Reproduction and use of any such captured or recorded information in virtual classroom environments 

during the relevant academic year. Images must be accessible only to students participating in the activity 

and to the relevant teachers. 

4. What is the legal basis that legitimises the processing of personal data for the 

purposes of these activities by the University? 
 

Said processing of personal data is considered lawful for two reasons. The legal basis is contained in Article 

6.1.e) of the GDPR, stating that “processing is necessary for the performance of a task carried out in the 

public interest or in the exercise of official authority vested in the controller”. Accordingly, the processing 

of data is necessary to perform the task of delivering the public service of higher education, in compliance 

with a legal obligation imposed on the University of Alicante as per Spanish Organic Law 6/2001, of 21 

December, on Universities (Articles 1 and 2), for which consent from the parties concerned is not required. 

Moreover, it derives from the obligation to suspend onsite teaching, as determined by the authorities in 

the exercise of their powers in Spanish Royal Decree 463/2020, of 14 March, declaring the state of 

emergency for managing the health crisis caused by COVID-19, the Agreement of 19 June, of the Valencia 

Region Government, on preventive measures against COVID-19 (Official Journal of the Valencia Region 

Government of 18 July) and subsequent decisions, including the UA President’s Decision establishing the 

University of Alicante’s general criteria on the teaching planning for the academic year 2020-2021.  

Each teacher must keep the personal data of students with due confidentiality and adopt all relevant 

security measures for storing such data. 

5. Can lectures be recorded? 
 

Lectures are recorded for the following purposes: 

• Allowing for later viewing in asynchronous e-learning models. 

• Making sure contents are accessible to students who, for technological, personal, health or other reasons, 

could not get connected. 

• Providing study materials that can be used when preparing for assessment activities. 

Image, sound and text recordings may constitute processing of personal data and include content 

protected by intellectual property. The principle of purpose involves that recordings can only be used 

within the context of the course involved and teachers and students must be informed about the data 

processing carried out.  

The recording of the lectures is performed exclusively by the teacher in the exercise of their educational 

role. In the event that a student wishes to record a lecture by their own means, they must be given express 

consent by all attendees. As a general rule, it is advisable to use the virtual classroom system recording, 

disabled by default. Thus, in order to ensure maximum respect of students’ rights, chat interactions will be 

the preferred option and questions and interactions without activating the camera will be encouraged. 
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6. What information must be provided when lectures are recorded? How must it 

be provided? 
 

Whenever a lecture is delivered via streaming or videoconferencing and is to be recorded, the duty of 

providing information on the general conditions of the processing must be complied with, whether at the 

general access point to the virtual classroom or at the beginning of each lecture, before the start of each 

session. 

Initial information will be provided either automatically or by the teacher if recording systems are used. 

This information must follow the models available in Annex 1 to this Guide. 

Before the class and the recording start, students should be warned that the session (image, sound and/or 

chat) will be recorded so that they can deactivate their camera/microphone and, if appropriate, participate 

through the chat room. In particular, students should be warned that they should prepare their interaction 

space adequately, so that their family privacy and that of third parties are protected. Participation is 

considered a part of teaching activity, just as in the case of traditional classes. Likewise, students should be 

warned that recordings are not to be used for other purposes. 

Students will be required to respect the confidentiality and image and intellectual property rights of 

teachers, as well as the privacy of other classmates who, while connected to the session, may incidentally 

disclose personal data or aspects. 

7. Can recorded lectures be broadcast? 
 

The intellectual property in recordings and materials produced by a teacher is the exclusive property of 

said teacher, considered to be the author. Reproduction, distribution, public communication and all other 

forms of exploitation or dissemination without authorisation from the teacher are forbidden. 

Recorded classes and teaching materials cannot be disseminated outside the classroom environment. Only 

the University’s corporate systems may be used.  

Downloading, disseminating, distributing or disclosing the recorded lectures, and particularly sharing them 

on social networks or services dedicated to sharing notes, violates the fundamental right to data 

protection, the right to one’s own image and intellectual property rights. Such uses are considered 

prohibited and could generate disciplinary, administrative and civil liability to the offender.  

Teachers may reuse material produced for other academic purposes when only their image and voice 

(never those of students or third parties) appear. Obviously, students are allowed to store materials in 

digital environments for their own, exclusive use. 

8. Can users exercise the right to object to being recorded during lectures delivered 

via streaming or videoconferencing? 
 

If all the requirements indicated in previous questions are met, objections by students or teachers can only 

be overriding if appropriate grounds exist (being differently abled, gender-based violence, impossibility of 

respecting the right to privacy of other people living with the data subject, recording of images unrelated 

to teaching, etc.), on the part of the data subject, which should override the interests of the institution in 

processing their personal data. Requests to exercise the right to object must be submitted in advance and 

with sufficient notice and will be decided upon by the controller (University of Alicante), according to the 

procedure established for this purpose, available in Annex 2 to this Guide and at 

https://dpd.ua.es/es/procedimiento-ejercicio-derechos.html.  

https://dpd.ua.es/es/procedimiento-ejercicio-derechos.html
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9. Where and for how long should recorded online lectures be kept? 
 

In general, the recordings will be available only until the end of the relevant academic year, unless they are 

part of student assessment evidence. The recordings will be kept with the appropriate security measures 

on UA servers, including those of the companies contracted by the UA to provide the relevant services and 

acting as processors (Google and Microsoft for GCloud and MSCloud accounts). Storing recordings on any 

other media or devices is forbidden. 

The University will process the personal data provided and keep them for as long as needed to fulfil the 

purpose for which the data was collected, during the relevant academic year, without prejudice to potential 

reuse of the data for academic purposes, and for as long as is necessary to determine liabilities that may 

potentially arise from that purpose and from the processing of the data.   

However, a blocked copy may be kept for the fulfilment of the University’s legal obligations. Teachers 

wishing to reuse those materials for other academic activities are required to previously eliminate all 

personal data of students or third parties. In principle, recordings may only be accessible from the 

University’s official virtual classroom. Recordings must never be made outside official environments, given 

the risks involved. 

10. Can biometric data be used for monitoring student attendance and 

participation in online activities? 
 

In principle and where appropriate, using the ID and login systems normally employed in the virtual 

classroom that do not involve the use of biometric data is considered enough for the purposes of 

monitoring student attendance and participation. 

11.  How is the right to protection of personal data affected if the University asks 

students to use their own devices (computer, tablet, cell phone…) for online 

learning? And if a certain program or application is installed on those devices? 
 

Remote connection by students involves the processing of personal data. The University must provide 

information on the conditions applicable to said processing. If students employ shared devices to follow 

lectures, with a view to respecting the privacy of third parties, they are advised to create profiles that 

respect the privacy of other users. Students can only be required to install applications on their computers 

if the University is licensed to use such applications and these guarantee the protection of personal data. 

Important advice on privacy 
 

- When using Google Meet (which is part of Google for Education), it should be borne in mind that 

this videoconferencing application is integrated with Google Classroom. The tool can be adapted 

to differently abled users by generating automatic transcriptions with Microsoft Stream for the 

audio-visual material generated for online teaching purposes. 

- With regard to the transmission of the images, an important point is who must activate the camera. 

It is appropriate for teachers to stream themselves, taking care of the privacy of the space around 

them. Students are advised not to stream images so that the bandwidth is not saturated. If needed, 

however, they must request permission before activating the camera to ask a question or 
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otherwise participate during the lecture. Virtual tools also allow teachers to directly share their 

screens without streaming other images. 

- Virtual tools can be used to make recordings, as long as participants are warned that the lecture 

is being recorded. They must be reminded not to use their cameras if they do not want their image 

to be stored. 

 

Other useful guides 
 

- Guide on the protection of personal data in university settings in the face of COVID-19, Spanish 

University Presidents Council, 24 April 2020 

Further information:  

For any queries about this Guide, please email dpd@ua.es. All information on data protection is available 

at http://www.dpd.ua.es 

 

  

mailto:dpd@ua.es
http://www.dpd.ua.es/
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Annex 1. Models of graphic information and explanatory keys 

on data protection for management-related processing of 

recordings for online teaching 
 

Below are two models of graphic information that must be inserted into the first slide and/or at the start 

of each session. The first model must be used in lectures not being recorded (only viewed), and the 

second one in lectures being both viewed and recorded. 
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Another model: 
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In those lectures delivered via videoconferencing where the above models are not used, the following text 

must be read out verbatim by the teacher once recording has started (so there is proof that the text was 

read) to inform students of the terms under which the session is being recorded: 

“Due to the temporary suspension of onsite teaching activity at the UA, you are hereby informed of the 

terms of use of the videoconferencing application: 

a) The session is being recorded so that its content is later made available to students. 

b) Attendees are advised to deactivate and disable the camera on their device if they do not wish to be 

viewed by other participants. 

c) The capturing and/or recording of the session, as well as the reproduction or circulation thereof, are 

forbidden, in whole or in part, by any means or device. Any improper action will result in a breach of the 

regulations in force, and the relevant legal responsibilities may be derived.” 
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Annex 2 

Application form for those exercising the right to object 
 

Please complete this application form to report any relevant circumstances that may help us find a suitable 

alternative to online teaching for a specific course or training activity 

EXERCISE OF THE RIGHT TO OBJECT 

 
DETAILS OF THE DATA SUBJECT: 
 I, Mr/Ms ………………………………………..………………, of legal age, with address ………………………………………….….. 
city/town …………………… province………………………..postal code.………. contact phone number or email address 
………………., with national ID, passport or equivalent document (as appropriate) …………………………..., and notification 
address ………………………………………………, exercise my right to object via this application, pursuant to Article 21 of 
Regulation (EU) 2016/679 (General Data Protection Regulation-GDPR). 
DETAILS OF THE LEGAL REPRESENTATIVE: 
 

I, Mr/Ms ………………………………………..………………, of legal age, with address ………………………………………….….. 
city/town …………………… province………………………..postal code.………. contact phone number or email address 
………………., with national ID, passport or equivalent document (as appropriate) …………………………..., and notification 
address ………………………………………………, exercise my right to object via this application, pursuant to Article 21 of 
Regulation (EU) 2016/679 (General Data Protection Regulation-GDPR). 
 

I REQUEST: 

 

That my right to object to the processing of my personal data is exercised considering that: 

□ The processing of my personal data is necessary for the performance of a task in the public interest or in the exercise of official 

authority vested in the controller. The processing of the data shall be restricted until I receive a response to my request to exercise 

this right. 

Notwithstanding the fact that the controller must demonstrate compelling legitimate grounds which override my interests, rights 

and liberties (in the first two cases) or a task carried out in the public interest (in the third case), I state that the personal situation 

whereby I object to the processing of my personal data is the one specified below (please indicate the circumstance preventing 

or hindering learning as currently delivered): 

Being differently abled 

Gender-based violence 

Other: 

Supporting documents (required) 

 

That my application is accepted on the above terms within a month. 

 

That, should my application be rejected, I am notified of the decision and the grounds for it, so that, if appropriate, I can bring a 

complaint before the University of Alicante Data Protection Office (dpd@ua.es) and before the Spanish Data Protection Agency 

(https://www.aepd.es/). 

 

                       …………………. …… …….………………. 20…. 

 

                                    Signed: …………………………………………. 

 

UNIVERSITY OF ALICANTE COMPTROLLER 

 

____________________________________________________________ 
 

mailto:dpd@ua.es
https://www.aepd.es/
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Pursuant to the data protection legislation currently in force, you are hereby informed that the University of Alicante will process 
the collected data for the purposes of handling the applications of the parties concerned in the exercise of the rights set out in the 
General Data Protection Regulation and Spanish Organic Law 3/2018, of 5 December, on the protection of personal data and 
the guarantee of digital rights. The basis that legitimises this processing is that it is carried out in accordance with a legal obligation 
to which the University of Alicante, as controller, is subject. In the framework of the above processing, your data may not be 
shared with third parties, unless there is a legal obligation to do so. You are hereby informed that you may exercise your rights 
regarding the processing of your personal data (rights of access to, rectification and erasure of personal data, among others) by 
submitting an application addressed to the University of Alicante Office of the Comptroller, either at the UA Registry Office or 
through the UA E-Services Portal (https://seuelectronica.ua.es). Further information on data protection, your rights and the 
University of Alicante Privacy Policy available at: https://seuelectronica.ua.es/es/privacidad.html 

 
INSTRUCTIONS 

 

1. This form will be used when the party concerned wishes to object to the processing of their personal data, on grounds 

related to their particular situation, in any of the following situations: 

- The processing of their personal data is necessary for the performance of a task in the public interest or in the 

exercise of official authority vested in the controller. 

- The processing of their personal data is necessary for the purposes of legitimate interests pursued by the 

controller or a third party. 

- The processing of their personal data is necessary for achieving scientific or historical research purposes or 

statistical purposes. 

2. The party concerned is required to provide a photocopy of their ID or an equivalent, legally valid document as proof of 

identity. When acting through a legal representative, the representative’s ID and documentary proof of representation 

must also be provided. 

3. If the request is made by electronic means, the information will be provided by the same means and in a commonly 

used electronic form, unless the data subject expressly indicates otherwise. 

 

 

 

 

https://seuelectronica.ua.es/
https://seuelectronica.ua.es/es/privacidad.html

